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Voice mail has become an everyday communication tool for business and residential customers alike. Criminal minds

have found that poorly protected voice mail boxes, primarily medium to large businesses, can be used to make long

distance calls all over the world.  This method of fraud uses the "through-dialing" feature that legitimately enables

corporate employees to make long distance calls from outside of the business by calling into their office voice mail.

Residential users are far less vulnerable to hacking attempts because few have access to the "through-dialing"

feature.  This can run into the thousands of dollars of unauthorized long distance calls.

How it works: the hacker calls a business after hours and uses the automated voice mail service to search for

inadequately protected mailboxes. The hacker is looking for mailboxes which have simple or "default" passwords.

Though there are many different voice mail systems, the prompting patterns can be used by the hacker to determine

which system is in place. The hacker then determines the "default" password for that system, then it's just a matter of

time until they come across a mailbox that they can access. 

Users need to keep in mind that the password for their voice mail is the primary security method to protect their

mailbox from being hacked. The "default" password should be immediately changed.  Passwords like "1111",

"1234","9999" or the last four digits of the telephone number should never be used.  Also be aware that using real

words related to the numbers on the keypad is also unsafe.

Wireless 911

Voicemail & Telemarketing Fraud 

The continual evolution of cellular phones can lead to an

overestimate of their safety capabilities. Incorrect

assumptions that lead users to believe they will provide

all the security and safety needed, wherever they are.

This simply is not true.

For 9-1-1 to work, a cell phone must be in range of the

tower and the tower must be within a 9-1-1 coverage

area. To add to the confusion is the misconception that

new 9-1-1 functionality using satellite assisted GPS

(Global Positioning System) and triangulation allows

9-1-1 centers to pinpoint the location of any cell phone,

wherever it may be.

Please be aware that satellite assisted GPS systems

only work under optimal conditions and can only

determine approximate locations, and may not work

under many circumstances. For satellite assisted GPS to

work, the device must be compatible with the local

network, the call must be at least 10-15 seconds long,

the device must be GPS enabled and able to receive

signal from three different GPS satellites. Like all other

wireless signals, they can be affected by a variety of

obstacles such as buildings, trees, being indoors, or

weak batteries. When conditions are not optimal for GPS

methods, wireless triangulation using the three nearest

towers is used to determine the area where the call

originated. In rural Saskatchewan, there are many areas

where only one or perhaps two towers cover a large

geographic area and less than three towers greatly

expands the possible calling area that the call came

from. In many cases, the 9-1-1calling center can only

determine that the call came from somewhere within the

tower’s radius, likely covering many square kilometers.

Even in an urban setting, using satellite assisted GPS

triangulation cannot provide a specific street address or

apartment number. Anyone calling 9-1-1 on a wireless

device must be prepared to provide the operator with as

much location information as possible.



Internet users must remember that though the Internet is
a valuable tool, it also presents unintended risks that
need to be guarded against.

Sophisticated spyware/malware, delivered via email or
unintentionally installed by surfing a website, are
automatically executed, activating functions ranging from
theft of personal or financial information, to damaging
installed software, the operating system, and even the
hardware of the computer. 

Spamming and phishing attacks have become an
everyday occurrence. Spam is unsolicited bulk
messages, usually attempting to sell a product or service
or promote a website. Phishing is a message pretending
to be from a trustworthy source such as a bank, or other
reputable company, attempting to acquire sensitive
information such as usernames, passwords, credit card
details or other personally identifiable information. The
majority of spam and phishing is delivered via email, but
can also occur via instant messaging, mobile phones,
and social networking websites.

SaskTel would suggest that you be wary of the contents
of all email, even when you recognize the sender, as
many spammers today are “spoofing”, or pretending to
send email from valid email addresses. We also strongly
suggest that that you not open any email where you do
not recognize the sender, if the email appears to be in a
strange language or has jumbled characters, or if extra
letters have been added into words, or there is an
attachment with a .VBS, .EXE, or .PIF, extension or an
unsolicited attachment with a .DOC, .DOCX, or .PDF
extension. Do not open the attached file and delete the
email immediately. Please be aware that files of virtually
any extension may carry malware. 

Do not accept unsolicited downloads through instant

messaging systems or Peer to Peer file sharing
applications. Be aware that if you participate in
filesharing, many of these files could be delivering
malware to your computer or even to your mobile phone. 

SaskTel highly recommends that users install and
maintain up to date anti-virus and anti-malware/spyware
programs and that operating system updates and critical
security patches are applied as soon as they are
available.

If you access your Internet using WiFi, SaskTel strongly
recommends that you encrypt your wireless connection
using WPA encryption to reduce the likelihood of security
or privacy issues. If your wireless network is currently
encrypted using WEP encryption, please be aware that
WEP is no longer considered a secure form of encryption
and is easily compromised, potentially resulting in a
breach of your home network and resulting in a loss of
security or privacy. WPA encryption can substantially
increase the security of your wireless network.

If you need assistance making the change to WPA,
instructions are provided on sasktel.com/support by
searching for “WiFi
Security” in the search
bar on the support
page. 

Security is a priority at
SaskTel. The "Support"
section of our website,
at www.sasktel.com,
provides information
about new email
threats and security
issues as they may
arise.

SaskTel would like to remind you that only numbers with the prefix 800, 855, 866, 877, and 888 are toll-free. These
prefixes, which are not interchangeable, are used by simply dialing 1, followed by the appropriate prefix, followed by
the seven-digit number. Please note that all other prefixes, including 809, are not toll-free prefixes and long distance
charges will apply on your telephone bill.

Toll-Free Numbers

For free cable locates before you dig, contact Sask 1st

Call at 1-866-828-4888. The cable path will be marked,

but SaskTel cannot guarantee the cable depth since

ground cover may have been removed by past work or by

erosion. Requests must be made at least 48 hours in

advance of the work start date so the locate can be

scheduled. 

Locates are only valid for ten working days after which a

new locate request must be submitted. Removal of the

marking flags after the completion of the work is the

responsibility of the person or company requesting the

cable locate. SaskTel appreciates your cooperation to

help prevent cable damages.

Sask 1st Call : Dial Before You Dig 

Internet Protection


